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Why is Security Important Now? 
New Vulnerabilities & Threats

• Controllers are computers (from Relays to MCUs)
– Can be programmed to do anything!

• Networked 
– Sensors and actuators can be accessed remotely

• New functionalities 
– New vulnerabilities (e.g. privacy problems with fine-grained 

monitoring)
• More devices (IoT)
– Easier to find a vulnerable device

• Highly skilled IT global workforce
– Creating exploits (and using them) is now easier than ever! 3



Attack: Overflowing Tank
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Control Logic: 
If level < 0.5, close valve 
If level > 0.8, open valve

Attacker Objective: 
Cause overflow

ACM CCS 2016



Attacks to CPS Systems on the Rise
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Back in 2007
2000 Maroochy Shire waste water control system 

6



If attacker has partial control of 
system, it can drive it to unsafe states.

Nothing new!  
Use normal IT security tools!

Nothing new!  
Safety and fault tolerance will 
save the day!

Security of Control Systems?

Not my job! 
It’s the control engineers job!

Not my job! 
It’s the IT security guy’s job!

Back in 2007

Attacks != Failures

Security Control



Cy-Phy Lab Research Areas
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Physics-Based 
Intrusion Detection 

AsiaCCS 2011 

ACSAC 2015 

ICS Network Security Monitoring
AsiaCCS 2011, RAID 2012, ACSAC 2015,  
CCS 2016, ACC 2017 

Attack-Resilient CPS
HSCC 2009, GameSec 2013, IEEE ToSG 2016 

Attacks / Risk Assessment / Economics
(Breaking into the System != Breaking the 
System)
CIP 2009, ACSAC 2014, IEEE ToSG 2014, SG-
CRC 2016 

Privacy  
Allerton 2012, CDC 2014, HoTSoS 2017, ACC 
2017

               
ControlSecurity



Cy-Phy Lab includes: 

• Modbus/TCP
• EtherNet/IP
• Profinet
• ICCP 

• ANSI C12.22 

• DeviceNet 

• DNP3 

• EtherCAT 

• S7

Challenges in Monitoring Industrial Control 
Networks
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• Many protocols
• Few parsers
• Extracting semantic info
• Closed systems



Deep-Packet Inspection for Industrial 
Control Protocols
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Scapy parser for Modbus
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Network Monitoring at 
Different Application Layers
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Headers Commands 
Discrete Values Process Values

IEEE SmartGridComm 2014
 Best Paper Award

IEEE CPS-Sec 2016

ACM CCS 2016
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ID: 1
Direction: 0 -> 2

Function Code: 4
 (Read Input Registers)

Quantity of Outputs: 6 (words)
Starting Address: 320
Type: Request

ID: 2
Direction: 2 -> 0

Function Code: 4
 (Read Input Registers)

Quantity of Outputs: 12 (bytes)
Type: Response
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