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Å Focus on Application Security in the cloud 

Å Ongoing research on new and emerging application vulnerabilities  

for IBM AppScan, Application Security Testing 
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NOT ONLY SQL 

According to http://db-engines.com 
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Itôs not that relational databases are bad 

but some use cases have better solutions 
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We are just saying tables are not the solution 

for EVERYTHING 
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Applications of NoSQL 

PERFORMANCE SCALABILITY FLEXIBILITY 

REAL TIME WEB BIG DATA 

Images are under Creative Commons license and are attributed to their creators 
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SOé NO SQL, NO WORRIES? 
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INTRODUCING NOSQL INJECTIONS 
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A LOOK AT MONGODB 

db. books. insert ({  
   title : ƥ4ÈÅ (ÏÂÂÉÔƦ,  
   author : ƥ*ƚ2ƚ2ƚ 4ÏÌËÉÅÎƦ  
 })  

 

db. books. find ({  
    title : ƥ4ÈÅ (ÏÂÂÉÔƦ,  
    author : ƥ*ƚ2ƚ2ƚ 4ÏÌËÉÅÎƦ  
 })  

 

 

 

array (ƥÔÉÔÌÅƦ => ƥ4ÈÅ ÈÏÂÂÉÔƦ, ƥÁÕÔÈÏÒƦ => ƥ*ƚ2ƚ2ƚ 4ÏÌËÉÅÎƦ);  
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Login 

 

Username: 

Password: 

username=tolkien&password=hobbit 

db- >logins - >find( array (  
   ƧÕÓÅÒÎÁÍÅƨ=>$_POST[ƧÕÓÅÒÎÁÍÅƨ],  
   ƧÐÁÓÓ×ÏÒÄƨ=>$_POST[ƧÐÁÓÓ×ÏÒÄƨ]));  

{ username: ƥtolkien Ʀ, password : ƥÈÏÂÂÉÔƦ }  
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Login 

 

Username: 

Password: 

username[$ne]=1&password[$ne]=1 

db- >logins - >find(  
  array (ƧÕÓÅÒÎÁÍÅƨ=>array (ƧʙÎÅƨ => 1),  
  ƧÐÁÓÓ×ÏÒÄƨ=> array (ƧʙÎÅƨ => 1));  

{ username: { $ne:  1 }, password : { $ne:  1 } }  
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PHP PARAMETER POLLUTION 

db- >logins - >find(  

 array (Ƨʙ×ÈÅÒÅƨ=>ƨÆÕÎÃÔÉÏÎ() { return this.price  < 100 ǆƨ));  
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PHP PARAMETER POLLUTION 

db- >logins - >find(  

 array (Ƨʙ×ÈÅÒÅƨ=>ƨÆÕÎÃÔÉÏÎ() { return this.price  < 100 ǆƨ));  

From PHP documentation: 

ñPlease make sure that for all special query 

operators (starting with $) you use single quotes 

so that PHP doesn't try to replace "$exists" with 

the value of the variable $exists.ò 
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NOT ONLY IN PHP 

letôs take a look at JavaScript 
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Login 

 

Username: 

Password: 

username=tolkien&password=hobbit 

string query = 
 Ƨǅ ÕÓÅÒÎÁÍÅƙ ƥƧ + post_username  + ƧƦƗ ÐÁÓÓ×ÏÒÄƙ ƥƨ + post_password  + ƧƦ ǆƨ 

{ username: ƥtolkien Ʀ, password : ƥÈÏÂÂÉÔƦ }  
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Login 

 

Username: 

Password: 

username=tolkienô, $or: [ {}, { óaô:ôa&password=ô } ], $comment:ôhackedô 

string query =  
 Ƨǅ ÕÓÅÒÎÁÍÅƙ ƥƧ + post_username  + ƧƦƗ ÐÁÓÓ×ÏÒÄƙ ƥƨ + post_password  + ƧƦ ǆƨ 

{ username: ƥtolkien Ʀ, $or : [ {}, { ƥÁƦƙ ƥÁƦ, password : ƥƦ } ], $comment: ƥÈÁÃËÅÄƦ }  
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PEOPLE WILL ALWAYS FIND WAYS TO COMPENSATE 

FOR LIMITATIONS 


