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Motivation



Motivation

Do you know what a smartphone is? 

Do you know where the data comes from? 

Do you know who is after you? 

Do you really have nothing to hide?



Yes and No

No, users are not idiots! 

Yes, they don’t have knowledge. 

Yes, they don’t have the tools.



The big question

How do we fill the gap between the users 
expectations and actual functions of the phone? 



The big answer

User-centric privacy tools



Outline



How do we do it?



First study

Taking actionsFeeling in control Ease of use



The big problems

Lack of location protection 

Lack of data protection when phone is shared 

Lack of transparency 

Trust is something that you earn! 

Account-less control 

Backup anywhere 

Social aspect of sharing privacy settings 

Lack of education



Design: Educate

GT-1 GT-2 GT-3 GT-4 GT-5

GT-6 GT-7 GT-8 GT-9 GT-10



Implementation: Empower



Second Study

Does our Privacy Dashboard bridge the gap and meets 
users’ expectations? 

What are the users’ learnability, performance and 
satisfaction using the privacy features 

Does the Guided Tour work? Does it actually have 
impact on users’ awareness? 



Categorization



Placement



General Satisfaction



Guided Tour



Conclusions

Changes in Perception of Privacy  

The accessibility and arrangement 

Educating, advertising and tutoring  

Personalization of settings


