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Mo7va7ng	  Scenario:	  Gene7c	  Tes7ng	  

Will	  I	  be	  healthy,	  
rich	  and	  	  

handsome?	  

Talents	  

Diseases	  

Body	  features	  

Data	  leaks	   Iden7fica7on	   Discrimina7on	  

www.privacyrights.org/data-‐breach	  
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Mo7va7ng	  Scenario:	  Gene7c	  Tes7ng	  
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IPR	  &	  Business	  Secrets	  

Talents	  

Diseases	  

Body	  features	  



4 Roman Matzutt 4 

Mo7va7ng	  Scenario:	  Gene7c	  Tes7ng	  

Talents	  

Diseases	  

Body	  features	  

Will	  I	  be	  healthy,	  
rich	  and	  	  

handsome?	  

SECURE	  TWO-‐PARTY	  COMPUTATION	  (STC)	  
•  Rigorous	  privacy	  protec4on	  
•  Any	  efficiently	  computable	  func4onality	  

Match?	  
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Two	  flavors	  of	  STC	  
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T h i s 	   p r e s e n t a 7 o n 	  
	  
	  

I S 	  STC 	  A 	  PRACTICAL 	  TOOL 	   	  
FOR	  PRIVACY	  ENGINEERS? 	  
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Desiderata	  

GOAL:	  USE	  STC	  AS	  BLACKBOX	  

STC	  

+	  more	  
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STC	  in	  the	  wild	  

SO,	  WHY	  IS	  STC	  RARELY	  USED	  PRACTICALLY?	  

Processing	  
Overheads	  
•  Crypto	  ops	  
•  Data	  blow-‐up	  
•  Memory	  

Communica7on	  
Overheads	  
•  Interac4on	  
•  Data	  blow-‐up	  

Development	  &	  
Usability	  
•  Language	  support	  
•  Abstrac4ons	  
•  (Documenta4on)	  

Dependable	  benchmarks	  and	  comparison!	  

?	  
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Benchmarks	  
�  Basic	  opera4ons:	  

�  Arithme4c	  Opera4ons:	  ADD	  and	  MULT	  
�  Logical	  Opera4ons:	  MIN	  and	  ARGMIN	  

�  Advanced	  opera4ons:	  	  
�  MATRIX-‐MULT,	  SORT,	  more	  in	  work…	  

	  
	  
	   WiFi	  

BW:	  	  16	  Mbit/s	  
LAT:	   5	  ms	  

Methodology	  

Evalua7on	  Setup	  
CPU:	   16	  x	  2.6	  GHz	  
RAM:	   32	  GB	  CPU:	  	  4	  x	  3.1	  GHz	  

RAM:	   16	  GB	  

CPU:	  	  2	  x	  1.5	  GHz	  
RAM:	   1	  GB	  

LAN	  
BW:	  	  100	  Mbit/s	  
LAT:	   0.3	  ms	  

3G	  
BW:	  	  370	  kbit/s	  
LAT:	   300	  ms	  

WAN	  
BW:	  	  16	  Mbit/s	  
LAT:	   40	  ms	  

12	   2	   14	   5	   7	   23	   14	   15	  

19	   25	   28	   15	  
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Framework	  comparison	  

How	  comprehensive	  are	  STC	  frameworks?	  

Standard	  implementa4on	  	  
of	  advanced	  opera4ons	  

using	  basic	  ops!	  
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Performance	  evalua7on	  

GC	  vs.	  HE	  –	  which	  approach	  to	  choose?	  

Multiplication Minimum 

Arithme7c	  opera7ons	  
•  HE	  performs	  overall	  ok	  
•  GC	  s4ll	  manageable	  

Logical	  opera7ons	  
•  GC	  very	  fast	  
•  HE	  almost	  unusable	  

GC	  far	  beaer	  than	  HE	  HE	  somewhat	  beaer	  than	  GC	  

Compila7on	  
fails	  

Timeout	  
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Performance	  evalua7on	  

GC	  vs.	  HE	  –	  which	  approach	  to	  choose?	  

Multiplication Minimum 

Arithme7c	  opera7ons	  
•  HE	  performs	  overall	  ok	  
•  GC	  s4ll	  manageable	  

�  If	  compila4on	  succeeds	  

Logical	  opera7ons	  
•  GC	  very	  fast	  
•  HE	  almost	  unusable	  

�  Due	  to	  slow	  comparison	  protocol	  

GC	  far	  beaer	  than	  HE	  HE	  somewhat	  beaer	  than	  GC	  

GC 	  o r 	  HE? 	  
	  

Hybr id 	  backend! 	  
Agnos7c 	   f rontend! 	  
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Performance	  evalua7on	  

STC	  on	  mobile	  devices?	  

Processing	  
•  Significant	  impact	  on	  HE	  
•  Smaller	  but	  perceivable	  for	  GC	  

Bandwidth	  
•  Tremendous	  impact	  on	  GC	  
•  HE	  impacted	  mostly	  by	  latency	  

HE:	  >10x	  increase	   GC:	  15x–50x	  increase	  

Addition Addition 
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Performance	  evalua7on	  

STC	  on	  mobile	  devices?	  

Circuit	  size	  

Processing	  
•  Significant	  impact	  on	  HE	  
•  Smaller	  but	  perceivable	  for	  GC	  

�  Symmetric	  vs.	  Asymmetric	  Crypto	  

Bandwidth	  
•  Tremendous	  impact	  on	  GC	  

�  Main	  factor:	  Circuit	  size	  
•  HE	  impacted	  mostly	  by	  latency	  

3x	  –	  10x	  increase	  in	  run7me	   5x	  –	  50x	  increase	  in	  run7me	  

Addition Addition 

STC 	  on 	  mob i l e 	  dev i ce s? 	  
	  

Reduce 	  memory 	   footpr int ! 	  
Op7mize 	   for 	  bandwidth! 	  
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Performance	  evalua7on	  

Is	  new	  func7onality	  handled	  efficiently?	  

Minimum Sorting 

Yes!	  	  	  
•  Example:	  Minimum	  in	  CBMC-‐GC	  

No!	  
•  Example:	  Sor4ng	  in	  CBMC-‐GC	  

CBMC	  performs	  best.	   CBMC	  far	  worse.	  
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Performance	  evalua7on	  

Is	  new	  func7onality	  handled	  efficiently?	  

Minimum Sorting 

Yes!	  	  	  
•  Example:	  Minimum	  for	  CBMC-‐GC	  

�  Best	  performance	  among	  the	  frameworks	  

No!	  
•  Example:	  Sor4ng	  for	  CBMC-‐GC	  

�  Performance	  far	  worse	  than	  mightbeevil	  

Hand l ing 	  new 	   func7ona l i t y? 	  
	  

Need 	   to 	   support 	  
pr ivacy 	  eng ineers ! 	  
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Qualita7ve	  comparison	  

Which	  framework	  is	  the	  most	  usable?	  

Lines	  of	  Code	  
•  Compiler	  approach	  wins	  
•  Library	  approach	  usable	  	  
•  mightbeevil	  too	  low-‐level	  

Failures	  
•  GC	  approaches	  limited	  by	  RAM	  
•  HE	  limited	  by	  4me-‐out	  
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Conclusion	  and	  Direc7ons	  

GCs	  more	  promising	  than	  HE	  
�  Lower	  bounds	  on	  circuit	  sizes?	  (e.g.,	  Half-‐Gates,	  Eurocrypt’15)	  
�  Hybrid	  Approaches?	  (e.g.,	  ABY,	  NDSS’15)	  
�  Reducing	  memory	  of	  GC?	  (e.g.,	  Tiny-‐Garble,	  S&P’15)	  

	  

Mobile	  and	  interac7ve	  STCs	  
�  Bandwidth-‐op4mized	  STC?	  

Implemen7ng	  /	  extending	  func7onality	  
�  How	  to	  guide	  the	  inexperienced	  STC	  developer?	  

	  

Many	  open	  engineering	  issues	  
�  Flexible	  STCs	  with	  inputs	  of	  unknown	  lengths?	  

�  Language	  support	  for	  STC?	  
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Further	  results,	  code	  and	  documenta4on	  
hmp://www.comsys.rwth-‐aachen.de/short/iwpe15/	  

hmp://www.comsys.rwth-‐aachen.de/team/henrik-‐ziegeldorf/	  

ziegeldorf@comsys.rwth-‐aachen.de 


