Twice the Fun: Adapting Unicast Privacy Notions for Group Communication
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Motivation How to Formalize Privacy Goals? Unicast Transformation
|}'<|Sh-n et al. [5]: framework of formal privacy notions through indistinguishability games (IND-CPA- - Notions with individual receiver-related properties (e.g.. “Which client receives how often?”)
ike) cannot be checked directly from submitted communications.
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= Concrete Privacy notions are defined by properties A >
= Specify which information may be disclosed
= Disclosable information has to be identical in both scenarios
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Challenge: Existing formalization approaches do not cover group setting! AT G AT G, s Diccard ¢ ¢
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9 New Notions
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Communication Format Membership Management New Notions
/@ = Further privacy notions (e.g., membership-related)
mq , = Protocol analysis
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