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Motivation

Picture credit: The New York Times

Political activists (e.g., in Myanmar) require private and secure means of communication.

ACNsMetadata

Dissent [1]

Talek [2]

Blinder [3]

Riposte [4]

Activist receiving critical messages faces persecution

Groups with critical messages are blocked by the regime

Popularity of group leaks strength of activists

protected by

Privacy Goals Privacy Notionsformalized by

target

Often informal

Specific to one protocol

Enable rigorous worst-case analysis

Hierarchical structure enables comparison

Challenge: Existing formalization approaches do not cover group setting!
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How to Formalize Privacy Goals?

Kuhn et al. [5]: framework of formal privacy notions through indistinguishability games (IND-CPA-

like):
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Scenario Sb: One or

more communications

defined by sender,

message, and receiver:
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Concrete Privacy notions are defined by properties
Specify which information may be disclosed

Disclosable information has to be identical in both scenarios
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Changes for Group Communication

Communication Format

A
m−→ G

Receiver⇒ Group ID

Membership Management

Π
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G1 : {C, E}
G2 : {I, J}
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Membership Update

Through Protocol Query

New Notions

To cover link between

groups and messages

See hierarchy on the

left

Unicast Transformation

Notions with individual receiver-related properties (e.g., “Which client receives how often?”)

cannot be checked directly from submitted communications.

Instead: Challenge check based on unicast transformation
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Partial Hierarchy

New Notions

CO
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Hides all information

(senders, receivers, groups, and messages)

Hides which groups are active

Hides which groups receive

how often

Hides which groups receive

which messages

Hides which receivers are active

Hides which receivers receive

how often

Hides which receivers receive

which messages

FutureWork

Further privacy notions (e.g., membership-related)

Protocol analysis
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