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Overview
• Mobile payment applications have become more

popular and, in many cases, have replaced traditional
wallets due to their ease of use, convenience, and
compatibility with financial sources like banks [1].

• The security concerns with these applications remain
incredibly important, especially for a product having a
huge consumer market.

• In our work, we analyze mobile payment applications
and discuss the threats associated with them.

• We classify the deployment stages of a mobile payment
application and identify the risk associated with it. It
opens up research direction in building threat models
and appropriate risk assessment methods for mobile
payment applications.

Threats in mobile payment ecosystem
We studied the leading payment applications – Samsung
pay, Apple pay and Android pay and identified threats in
these applications. Table 1 shows the comparison of leading
payment applications.

Features Samsung pay Apple pay Google pay

Compatible devices Samsung 

devices

Apple devices Android devices

Authentication Fingerprint, 

PIN or iris

FaceID or 

fingerprint

Fingerprint, PIN, 

pattern or password

Cards Credit, debit, 

loyalty and gift 

cards

Credit, debit 

and loyalty 

cards

Credit, debit, loyalty 

and gift cards

Technology NFC and MST NFC NFC

Offline payments Supported Supported 

Security mechanism Tokenization Fingerprint 

authentication

Storae of users’ 

sensitive information 

using HCE

Authentication 

before a payment 

can go through

Iris scan, 

fingerprint, or 

PIN

Fingerprint, 

FaceID, or 

PIN.

Fingerprint, 

password, pattern, 

or PIN

When stolen Remotely 

wipe the 

device

Remotely 

wipe the 

device

Remotely wipe the 

device

Fig.1. Threats in mobile payment ecosystem

Risk assessment

Fig.2 Risk assessment model - payment phase

• Based on the guidelines from Payment Card Industry 
Data Security Standard (PCI DSS) [2] , we evaluated the 
threats at various stages in the mobile payment cycle.

• These threats were divided at the data level, device 
level, and system level. These threats are as shown in 
Fig1.

Future direction
`

• The components at each level have two patterns: A few
of them were static and did not update their value
throughout the payment cycle.

• While most of them were volatile whose value changed
in every transaction e.g., token numbers. Hence, while
designing a risk mitigation system both these type of
components needs to be treated independently.

• In addition to these two aspects, we explore the impact
of various categories of threats and vulnerabilities on
such a risk assessment and mitigation system.

• We also explore dynamic user data and its impact on risk
assessment and mitigation in real-time payment
scenarios.
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• Several methods and systems have been proposed
from various perspectives for solving the issue of
mobile security [3].

• However, none have explored the risk level of each
process within the payment applications.

• The proposed risk assessment model is constructed
separately for the Payment phase (Fig 2) and the
Card enrolment phase (Fig 3).

• The model focuses on decision points at each stage
of the process. These decision points act like
diagnostic checks for raising alerts. Fig.3 Risk assessment model - card enrolment phase

Proposed risk assessment model

Table 1: Comparison of leading payment applications


