A framework to automatically detect
vulnerabilities in WASM binaries based

on know vulnerabilities by combining
deep learning-based static binary
analysis with dynamic binary analysis
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Main Idea
* Deep learning is used to train the vulnerability detector; Preliminary Result and Future Work
* The vulnerability detector is used to statically analyze the target WASM binary; L
Y ) i y ¥ g v; « Six different CVEs have been evaluated. WASP can
» WASP leverages a trained multilayer perceptron (MLP) followed by the cross-entropy
between the softmax outputs to determine if the two are similar. identify the correct matches among the top 3 ranked
* The identified vulnerable subroutines are run for in-depth dynamic analysis outcomes 100% of the time
and verification of the existence of a vulnerability. «  Evaluating WASP on the aforementioned large
» WASPleverages IDA Pro andWasabi to run the CVE vulnerable function binary as q ¢ | Id WASM bi . h .
wellas the target Wasm function binary on identical input values ataset of real-wor Inaries to characterize
vulnerabilities in the wild.
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