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Reverse	engineer	

Manual	analysis	

Reverse	engineering	
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Did	anyone	analyze	
something	similar	
before?	
	
Is	it	a	library		
function?	

f1	
f2	
f3	

LDR 	R3,	[R11,#sct]	
LDR 	R2,	[R3,#0xC]	
LDR 	R3,	[R11,#applet_no]	
CMP 	R2,	R3	
BEQ 	loc_DFD0	
LDR 	R3,	[R11,#sct]	
LDR 	R3,	[R3]	
STR 	R3,	[R11,#sct]	
loc_DFC0	
LDR 	R3,	[R11,#sct]	
CMP 	R3,	#0	
BNE 	loc_DFA0	

Disassemble	

A	binary	file	



With	Kam1n0	

3	

LDR 	R3,	[R11,#sct]	
LDR 	R2,	[R3,#0xC]	
LDR 	R3,	[R11,#applet_no]	
CMP 	R2,	R3	
BEQ 	loc_DFD0	
LDR 	R3,	[R11,#sct]	
LDR 	R3,	[R3]	
STR 	R3,	[R11,#sct]	
loc_DFC0	
LDR 	R3,	[R11,#sct]	
CMP 	R3,	#0	
BNE 	loc_DFA0	

Commented	assembly	
function	

LDR 	R3,	[R11,#sct]	
LDR 	R2,	[R3,#0xC]	
LDR 	R3,	[R11,#applet_no]	
CMP 	R2,	R3	
BEQ 	loc_DFD0	
LDR 	R3,	[R11,#sct]	
LDR 	R3,	[R3]	
STR 	R3,	[R11,#sct]	
loc_DFC0	
LDR 	R3,	[R11,#sct]	
CMP 	R3,	#0	
BNE 	loc_DFA0	

Labeled	library	function	



Type	I:	Exact	clone	
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0x1FE69C0+	 	PUSH	ebp	

0x1FE69C1+	 	MOV	ebp,	esp	

0x1FE69C3+	 	MOV	ecx,	[ebp+arg_0]	

0x1FE69C6+	 	PUSH	ebx	

0x1FE69C7+	 	MOV	ebx,	[ebp+arg_8]	

0x1FE69CA+	 	PUSH	esi	

0x1FE69CB+	 	MOV	esi,	ecx	

0x1FE69CD+	 	AND	ecx,	0FFFFh	

0x1FE69D3+	 	SHR	esi,	10h	

0x1FE69D6+	 	CMP	ebx,	1	

0x1FE69D9+	 +JNZ	loc_1FE6A0C	

0x1FE69C0+	 	PUSH	ebp	

0x1FE69C1+	 	MOV	ebp,	esp	

0x1FE69C3+	 	MOV	ecx,	[ebp+arg_0]	

0x1FE69C6+	 	PUSH	ebx	

0x1FE69C7+	 	MOV	ebx,	[ebp+arg_8]	

0x1FE69CA+	 	PUSH	esi	

0x1FE69CB+	 	MOV	esi,	ecx	

0x1FE69CD+	 	AND	ecx,	0FFFFh	

0x1FE69D3+	 	SHR	esi,	10h	

0x1FE69D6+	 	CMP	ebx,	1	

0x1FE69D9+	 +JNZ	loc_1FE6A0C	



Type	II:	Syntactically	equivalent	
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0x1FE05B0+	 	PUSH	ebp	

0x1FE05B1+	 	MOV	ebp,	esp	

0x1FE05B3+	 	MOV	ecx,	[ebp+arg_0]	

0x1FE05B6+	 	PUSH	ebx	

0x1FE05B7+	 	MOV	ebx,	[ebp+arg_8]	

0x1FE05BA+	 	PUSH	esi	

0x1FE05BB+	 	MOV	esi,	ecx	

0x1FE05BD+	 	AND	ecx,	0FFFFh	

0x1FE05B3+	 	SHR	esi,	10h	

0x1FE05B6+	 	CMP	ebx,	1	

0x1FE05B9+	 +JNZ	loc_1FE05BC	

0x1FE69C0+	 	PUSH	ebp	

0x1FE69C1+	 	MOV	ebp,	esp	

0x1FE69C3+	 	MOV	eax,	[ebp+msg_0]	

0x1FE69C6+	 	PUSH	edx	

0x1FE69C7+	 	MOV	edx,	[ebp+msg_1]	

0x1FE69CA+	 	PUSH	esi	

0x1FE69CB+	 	MOV	esi,	eax	

0x1FE69CD+	 	AND	eax,	0FFFFh	

0x1FE69D3+	 	SHR	esi,	10h	

0x1FE69D6+	 	CMP	edx,	1	

0x1FE69D9+	 +JNZ	loc_1FE6A0C	



Type	III:	Minor	modification	
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0x1FE05B0+	 	PUSH	ebp	

0x1FE05B1+	 	MOV	ebp,	esp	

+	 		

+	 		

0x1FE05B7+	 	MOV	ebx,	[ebp+arg_8]	

0x1FE05BA+	 	PUSH	esi	

0x1FE05BB+	 	MOV	esi,	ecx	

0x1FE05BD+	 	AND	ecx,	0FFFFh	

0x1FE05B3+	 	MOV	eax,	ecx	

0x1FE05B6+	 	SHR	esi,	10h	

0x1FE05B9+	 	CMP	ebx,	1	

0x1FE05C1+	 +JNZ	loc_1FE05BC	

0x1FE69C0+	 	PUSH	ebp	

0x1FE69C1+	 	MOV	ebp,	esp	

0x1FE69C3+	 	MOV	eax,	[ebp+msg_0]	

0x1FE69C6+	 	PUSH	edx	

0x1FE69C7+	 	MOV	edx,	[ebp+msg_1]	

0x1FE69CA+	 	PUSH	esi	

0x1FE69CB+	 	MOV	esi,	eax	

0x1FE69CD+	 	AND	eax,	0FFFFh	

0x1FE69D3+	 	SHR	esi,	10h	

0x1FE69D6+	 	CMP	edx,	1	

0x1FE69D9+	 +JNZ	loc_1FE6A0C	



original	clone	
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Obfuscation and Optimization - 
Challenges 

8	



Obfuscation and Optimization - 
Problems 

•  P1:	The	relationships	among	assembly	tokens	
•  xmm0	(SSE)	register	vs.	SSE	operations	such	as	movaps	
•  fclose	vs.	fopen.		
•  strcpy	vs.	memcpy.	

•  P2:	Token	combination	weights	
•  Reverse	engineers	look	for	‘interesting	pattern’.	(higher	weight)	
•  Regular,	random,	or	repeated	pattern	is	not	interesting.	(lower	weight)	
	
	

•  Sound	so	familiar	in	NLP!	
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Learning English 

1)	The	cat	____	on	the	mat.	

A:	food	
B:	sat	
C:	sitting	
D:	is	speaking	
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Paragraph Vector (p2vec): 
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king	–	man	+	woman	=	queen		
bad	-	good	=	maniacal_killer	*	

* Example	collected	from	Andreas	Mueller@amuellerml	



Asm2Vec:	
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T-SNE Visualization 
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T-SNE Visualization 
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Evaluation (Quantitative) 
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Evaluation (Quantitative) 
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Evaluation (Case Studies) 
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Vulnerability retrieval 



Evaluation (Case Studies) 
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Asm2Vec (IEEE S&P19) 
+	Against	obfuscation	and	optimization.		
+	Even	better	than	the	most	recent	dynamic	approach.	
+	Static	approach:	efficient	and	scalable.	
	
-  Binary	differing	(interpretability?)	
-  Static	approach:	cannot	recognize	jump	table,	etc.	
-	Assembly	code	come	from	the	same	processor	family.	
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The	Kam1n0	2.x	Binary	Analysis	Platform	
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Subgraph	clone	

21	



Sym1n0	
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Thank you. Questions?  


