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Deep Learning for Classitication
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Decision Trees
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Adversarial Samples
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_ ‘ Adversarial strategy

Neural Network
Architecture

Neural Network
Architecture

Direction
Sensitivity
Estimation

. L X*=X+§
Misclassification
Check for: yes
F(X+6X)=4

Perturbation
Selection

“

4

|

-
.

- n
- -
. o -
» »
- .

Legitimate input Adversarial Sample

classified as “1” misclassified as “4”
by a DNN by a DNN
F(X)=1 XeX+6X F(X*) =4

17



Detending against Adversarial
Perturbations



~  DNN Robustness

Padv (F) — Eu[Aad'v(Xa F)] Aadv(Xa F) — argrg}{n{MXH : F(X +5X) + F(X)}
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| Defense Design

* Low impact on the architecture

 Maintain accuracy

* Robust in space relatively close to the legitimate

distribution

e Maintain speed of network
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| Defensive Distillation
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'Defensive Distillation
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'Defensive Distillation
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Defensive Distillation
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Defensive Distillation
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Defensive Distillation
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'Defensive Distillation
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Intuition behind Defensive Distillation

Constraining Training Reducing Jacobian Amplitudes

arg min “)1(‘ Z Z Yi(X) log F;(X)

0 XeX i€0..N
O it i not correct class Jp(T,i,7)
arg N — o > Y T Fi(X)log F{(X) o~ < -~ 5% "
X€X i€0..N LgAX) = B

never equal to 0
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et MNIST Adversarial CIFAR10 Adversarial
Distillation
Samples Success Rate Samples Success Rate
Temperature (%) (%)
0 0

2 82.23 87.67

3) 24.67 67
10 6.78

20 1.34 18.23
30 1.44 13.23
40 0.45 0.34
50 1.45 6.23
100 0.45 5.11

No distillation 95.89 87.89



Impact on accuracy
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lmpact on Jacobian Amplitude
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Estimation of Robustness

o X*

® X*
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Conclusions



| Take aways

 Distillation signiticantly reduces attack success

* Yields model smoothness

* Easy implementation, low overheaad

* Acceptable impact on accuracy
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