
Distillation as a Defense to 
Adversarial Perturbations 
against Deep Neural Networks
Nicolas Papernot, Patrick McDaniel, Xi Wu, Somesh Jha, and Ananthram Swami 

May 24th, 2016 @ 37th IEEE Symposium on Security and Privacy

1
@NicolasPapernot



–Johnny Appleseed

“Type a quote here.” 

2

… … …

Input Layer Output Layer Hidden Layers
(e.g., convolutional, rectified linear, …)

{

p0=0.01

p1=0.93

p8=0.02

pN=0.01

M components N components

Neuron Weighted Link  (weight is a parameter part of       )✓O

…



–Johnny Appleseed

“Type a quote here.” 

3

… … …

Input Layer Output Layer Hidden Layers
(e.g., convolutional, rectified linear, …)

{

p0=0.01

p1=0.02

p8=0.89

pN=0.01

M components N components

Neuron Weighted Link  (weight is a parameter part of       )✓O

…



4



Deep Learning for Classification
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Speech Recognition as Probabilistic Transduction
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Adversarial Samples
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Adversarial strategy
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Defending against Adversarial 
Perturbations
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DNN Robustness
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Defense Design
• Low impact on the architecture 

• Maintain accuracy  

• Robust in space relatively close to the legitimate 

distribution 

• Maintain speed of network
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Softmax Layer and Probabilities
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Defensive Distillation
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Defensive Distillation
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24



Defensive Distillation

25



Defensive Distillation

26



Defensive Distillation
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Defensive Distillation
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Defensive Distillation
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Set temperature T=1 
for predictions



Intuition behind Defensive Distillation
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Constraining Training Reducing Jacobian Amplitudes

0 if i not correct class

never equal to 0



Validation
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Experimental Setup
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Impact on accuracy
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Impact on Jacobian Amplitude
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Estimation of Robustness
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Conclusions
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Take aways

• Distillation significantly reduces attack success 

• Yields model smoothness 

• Easy implementation, low overhead 

• Acceptable impact on accuracy
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Questions?

@NicolasPapernot
nicolas@papernot.fr

https://www.papernot.fr


