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Abstract—Smart meter reading streams would pose severe reading stream? and (2) how to efficiently modify the way
privacy threats to the consumers. In this paper, we first quati- smart meters stream the output readings such that the defined
tatively measure the risks that adversaries infer about speific ~ privacy notion is ensured with good output utility? To this
appliances’ status from a sequence of smart meter readings, end, we propose lightweight privacy preserving algorithms
and define a novel privacy notion to bound such inference to stream the output readingsthout any aggregatiomwhile
threats in the reading streams. In addition, we propose a sées ~ guaranteeing rigorous privacy and excellent utility. There-
of novel lightweight privacy preserving streaming algoritms ~ fore, the outputs can support most smart metering services,
for smart meters to promptly output safe readings, which  ©.9., billing, regional statistics, load monitoring.

satisfy the privacy notion while ensuring superior utility, such

as 0 billing error and 0 aggregation error. 2. Problem Formulation
1. Introduction We denote a smart meter’s associaggpliance setas
A = {a1,...,an} with m appliances, and usg,]|, ...,

IJam| to represent their labeled consumption rates (in watts).

Smart meters frequently transmit fine-grained meteI dditi defi din f ¢ t
readings to the electric utility, e.g., as frequent as 15 miniD addition, we defingeading frequencyas ¢ to represen

utes. Such reading streams greatly benefit the utilities (e.gthe time interval between two adjacent readings (e.g., 15

electricity transmission scheduling) and the energy Con_mmutes). Any reading can be converted into a consumption
ate, and vice-versa.

sumers (e.g., optimizing electricity usage and cutting dowr{ ; , i .
the bill). However, recent studies show that such features Given 4, |ai|,..., |am|, we f|rst_ define a functiorh(.)
may also lead to serious breaches of consumers’ privacip calculate the overall consumption rate of any subset of
[2], [4], [5]. To prevent adversaries from compromising A (which is a comb_lnatlon of a_lppllances, denoted By
energy consumers’ personal privacy, three major categorie-ghen' the consumption rate & is referr_ed ash(E).
of privacy-preserving techniques were proposed recently; ©On the contrary, for any consumption ratg we can
injecting noise into the original or aggregated meter readinggnd all the combinations of appliances whose overall con-
(e.g., [2]), encrypting the meter readings with cryptographiccumption rate eqlials; — the "Candidate Appliance Set™.
primitives (e.g., [4]) and only reporting the temporally or cw)={E: EC2%h(E)=uw} o
geographically aggregated readings, or attaching batteridgference Attack. We then measure the probability the
for households to mask the meter readings (e.g., [5]).  @PPliance can be inferred as "ON” from a given overall
However, most of the privacy preserving smart meteringc°nSUmption ratev. Denoting the size of(w) as|c(w)|, we
techniques (e.g., [2], [4], [5]) only consider thany meter ~can represent’s candidate appliance set &) = {c(w)1,
reading is sensitiveand protect such time series data in c(w)2, ..., c(W)jew) }- Then, there arge(w)| combinations
general — it is unclear that which reading is sensitive and®’ @ppliances corresponding to the consumption rafe
vulnerable. To the best of our knowledge, the privacy in@"d thus the probability of each combination equatsy,
terms of the “status of specific appliances at different times'(based on the prior knowledge of appliances). To sum up,
(which is the root causeof various privacy concerns in 9iVen a consumption rate, we can calculate thmference
smart meter readings [2], [3], [4], [5]) has not been formally Probability of any appllaIncefz €[1,m],a; € Awrt w as:
defined and quantitatively measured in literature. In thisPr[w — a;] = Z‘jc:@f)‘ oy WhereVj € [1,[c(w)]], 1i; €
paper, we investigate thimference threatdy linking the  {0,1} and if a; € ¢(w); thenI;; = 1; otherwisel;; = 0.
meter readings to the status of specific appliances, and define In real world, the adversaries can easily obtain the
a novel privacy notion (¢, 6]-Uncertainty”) to bound such background knowledge of a wide variety of appliances (e.qg.,
inference threats in any reading stream. a common set of appliances in each househbldnd their
Specifically, we study two problems: (1) what exactly consumption rates (e.g., available in [1]) as well as the
can adversaries infer about the status of appliances from theading frequency. Given a reading streaR;,,, Vr € R;,,




(consumption ratev = =), the adversaries can derivgs  ensuring 0 billing error if dynamic energy pricing policies
candidate appliance sefw) and thus derive the inference are adopted, e.g., time-of-use plan.

probabilities of all the appliances if(w). Lemma 1.CRC, DRC and TARC satisfye, §] ® %
Privacy Notion. We first defir]e a privacy_notion to quantify Uncertainty, [e, 6] ® 1-Uncertainty andle, §] ® 772
and bound such inference risk in any single reading: Uncertainty respectively wherdl is the number of
Definition 1 ([e, ]-Uncertainty). A meter reading: and the readings in the stream (sincez+ and £ ~ 1, all
corresponding consumption rate = % satisfy [e, 4]- the output readings arfe, 5]-Uncertain).
Uncertainty ifVa; € c(w), Prlw — a;] € [¢,d], where  Lemma 2. Given the appliance sel = {ai,...,am},

0<e<o<1. the probability of identifying any sequential pattern

Thus, if any given reading satisfies[e, 6]-Uncertainty a; — a; Within k consecutivee, o]-Uncertain readings

i i k
(or sayr is [e, §]-Uncertain), the inference probabilities of all 's bounded in t.he. ra.ngke(l (1. €)"),dl. .
the possible appliances in's candidate appliance setw) Due to space limitation, we skip the details of three al-
are bounded in the predefined rarjge’]. Furthermore, we gorithms and the privacy analysis here. Table 1 summarizes
extend a privacy notion for a streaming algorithm: tr}ree differené Uti|it:j?S (billing error in 3 bi”"(‘jg CyC|eyfe”|?rh
I . : , of aggregated readings over a period, and sum of all the
Deflnltl(_)n 2 (e, §]®a-Uncerta_|nty)._A streaming algorlth_m reading errors), where both constant tariff (“Standard”) and
ach|eve§e, d] ® a-Uncertainty, if for any input reading

treamiz.. . the alaorith that th tout readi time-of-use plan (“Dynamic”) are considered. We conducted
streamiy;,, the algorithm ensures that the output reéadingey yeriments on real datasets to validate such utility perfor-
streamR,,; satisfies

mance. For example, Figure 1 demonstrates the reading and
billing error rates on varying andJ respectively.

‘7‘ . 7€ Royy A1 satisfies]e, 6]—Uncertaint)~r
TABLE 1. UTILITY OF THE ALGORITHMS

= 2 a
Rout Billin i '
. g Error Aggregation Reading
Algorithms Standard Dynamic Error Error
N ) ) CRC 0 Medium/Low 0 Low
where ‘Rout‘ represents the number of readings in the] DRC ~0 Medium/Low ~0 Medium
TARC 0 0 0 Medium/Low

output (which equal$R;,|) and0 < o < 1.

o ; —-CRC (e=0.01)
i ~-DRC (£=0.01)
0.8 -#-CRC (£=0.02)
For preventing inference attacks, we propose a two-,7 O DREE0.09
phase technique to ensuiegd]-Uncertainty for readings in s
smart metering streams, assuming that adversaries may hav4
background knowledge on appliances: 03

0.2
Offline Phase the smart meter is initialized with the ap- 0.

3. Privacy Preserving Streaming Algorithms
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pliance setA and privacy parameterg, d] to generate the T s e s wes =2
safe candidate rate sét (each consumption rate i@’ and Sessessss

the corresponding readings satigfy §]-Uncertainty). This
phase is a one-time offline process (for small or medium
appliance set, the exa@@’ can be derived; for large appli-
ance set, the exponential number of appliance combinations
can be approximated using heuristics).

Online Phase the smart meter continuously converts the References
original reading stream to safe readings (the closest safe
reading derived fronG’), and sends the safe readings im- [1]
mediately to the electric utility. We propose three different[2]
lightweight streaming algorithms (complexi9(K)): (1)
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(a) Reading Error Rate vs.

“%DRC (s=0.01)
-4 CRC (Any g)
-©-DRC (s=0.02)

(b) Billing Error Rate vs.é

Figure 1. CRC and CRC (Reading and Billing Error Rate)
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