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Abstract— The impact of the human element on the
security of a system is undeniable. Until now the naive
users who are considered as the weakest link in security
are perceived to be the sole human component. The other
human elements that shape and affect the security in
positive or negative direction are often viewed in isolation.
The human elements range from the management who
make the decisions to the designers, developers and testers
of the system. As we identify Intelligence Quotient (1Q)
and Emotional Quotient (EQ) to humans, we identify
Security Quotient to the human elements involved in
shaping the security of the system. The Security Quotient
aggregated from these human elements is in direct relation
to the security of the developed product.
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. INTRODUCTION

Humans are an integral part of a system. A system exists
for humans, developed by humans, managed by humans and
used by humans. The Microsoft SDL methodology [1] focuses
on the secure software development practices and the dynamic
capability maturity model [2] views the security from
management dimension. In this paper, we view the different
human elements involved in the system in coalition to
understand their influence on the security of a system. The
strength of this concept is that it is not restricted to cyber
security but can be customized and extended to other areas as
well.The human elements include users of the system,
management who make crucial decisions in development and
deployment of system, designers who shape the system,
developers who code the system and testers who verify and
assure the system. While academics describe and attribute
individuals with 1Q score and management with EQ score, so
can security experts attribute Security Quotient(SQ) to the
humans involved in a system. The aggregated Security quotient
of the human elements is the Security Quotient of the entire
system and is used as a measure for the security of a system as
shown in Figure 1.

Il.  DESCRIPTION

The first human element in the system is the User. Historically,
user is labeled as the weakest link in the security of a system.
With the advent of technology, the user base has increased to
mass markets, including naive users to sophisticated users.
This has further complicated the security increasing the users’
position in the security of a system to a greater length. Though

user education has been argued as a myth [3], the importance
of users’ impact on the security of a system has its own
significance [4]. These research studies point out that through
studying human-computer interaction, more can be understood
about user’s behavior and that user education is not a panacea.
The security quotient of the user is the security awareness and
the tools available to them to achieve their security goal.
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FIGURE 1 SECURITY QUOTIENT OF A SYSTEM

The Management who is responsible for taking the key
decisions in shaping the security of a system is a core human
component. The management needs to be conscious about the
security of the products that are developed and the impact it
has on the reputation of the organization. They have to
acknowledge the importance of security and create a security
aware organization through their security awareness programs
[5]. Management has to make a continuous and consistent
effort to “reach out” to all the employees in the organization.
To achieve this, management has to objectively evaluate the
current status of security in the organization and has to take
necessary measures to move towards the organization’s
security goal [6]. The security quotient of the management is
the security consciousness on their part and the efforts made to
achieve it.



The next human component is the designers who make the
key architectural decisions in the system. The programming
languages and the operating environment chosen by these key
players will impact the security of a system to a greater extent.
There are studies which prove that usability is a key factor and
that it needs to be considered deeply during the design phase
[7,8]. The security quotient of the designers is the design
considerations made by them to achieve better usability and
better user interfaces which have a direct correlation on the
security of a system.

The other human component that impacts the security of a
system to a greater extent is the developers. The programming
languages such as C and C++ have historically proven to have
higher vulnerabilities like Stack Overflow and Heap Overflow.
The web development has brought with it a higher chance of
vulnerabilities in the form of Cross Site Scripting (XSS), Cross
Site Request Forgery (CSRF). With more and more API’s
being used for ease and portability, the need for security
awareness has gone to the next dimension. Developers should
use the available tools [9,10] to know about the secure coding
practices which are independent of the programming
languages. The security quotient of the developers is the
awareness to the vulnerabilities that can exist and the secure
coding practices to reduce the attack surface vectors.

Testers are our last human component in the security of the
system. There has been more consideration of this phase than
ever with the increasing threats and attacks to the systems. The
highly needed assurance [11] for a system heavily relies on
testers. Testers these days have more responsibility than other
human components in exposing the wvulnerabilities of the
system. To achieve the desired results, testers have to be aware
of the possible threats and the attack surfaces to perform their
job efficiently. Penetration testing [11] has been a specialized
area in the security aspect of a system and its automation has
become a key concept. The security quotient of a tester is the
exposure to possible threats and ability to locate the
vulnerabilities in the system.

The human components in a system do not exist in solitude
but rather depend on each other to a greater extent. The
Usability plays a major role in designer’s decisions, which in
turn impacts developers and testers. The management decisions
heavily influence the other human components — designers,
developers, testers and in fact users. Considering the security
quotient of each human element in a system, the security
quotient of the entire system can be arrived at by aggregating
the individual security quotients.

I11.  CONCLUSION

While the other methodologies and processes view the
security from technical or management or user dimension, this
concept presents an integrated view. The human components
involved in using and shaping the system should not be viewed
in isolation but rather in coalition. This consideration helps in
measuring the security of the system from end to end right
from its inception to its deployment and use. This paper
highlights the key human players in the system and their
individual security quotients which when aggregated provide
the security quotient of the entire product.
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